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security in internet communications

a short introduction
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Short 
Description

A new innovative  software technology designed to strongly enhance security  in
electronic communications and transactions over the Internet.
IST Model is based on a powerful method for user identification over unsecured
networks with high degree of security, strength and reliability.
For its characteristics of intrinsic security this technology is completely safe from
many of the well  known security  attacks,  offering a wider security  surface and
minimizing attack surface.

Areas of 
Business

All the environments where there is the need to enforce security in electronic user
communication,  identification  and authentication  over  unsecured communication
networks.
Main areas of interest  for IST Model are Users Identification,  Mobile  Payments,
Fintech,  e-commerce,  IOT  Systems,  Robotics,  Space  communications  and  in
general all the activities where secure Identification is a key issue

Key
Points

Cryptographic techniques are the core of the most used and advanced security
systems, either at application level and at infrastructure level. They provide a high
level  of  security,  but  the  increasingly  strong  security  attacks  are  lead  to  an
increased risks.
The design of IST Model is based on a different technology which is complementary
to the cryptography, a data-driven approach to security using One Time Tokens in
an  innovative  way.  The  result  is  a  new  technology  able  to  strongly  augment
security during all the communications between two or more partners. Designed as
an application protocol, IST Model is stackable over existing software layers.
The security engine guarantees fast algorithms, suitable even for thin devices

Innovative 
Features

Here there are some of the innovative features of IST Model technology
 Bidirectional authentication, always (no phishing, no DNS redirection, etc.)
 Security is based on One Time Tokens approach (no sniffing)
 No cryptographic technologies are used (no code to be cracked)
 Identification data is never shared among partners (no user impersonation)
 No external third parts used in the model (attack surface is minimized)
 Thin code for faster algorithms suitable even for small devices (IOT ready)
 Transaction architecture expandable (“N” message/transaction)
 Multiple partners transactions (“N” partner/transactions)
 Completely transparent to final users (minimized human intervention)
 stackable over existing layers (application protocol)

Intrinsic 
Protection

The  identification  engine  inside  IST  Model  is  inherently  secure  by  design.  Its
innovative features makes it completely safe from many cyber-frauds among those
currently  most  popular  nowadays  (Phishing,  Pharming,  DNS  redirection,  Arp
poisoning, Sniffing, etc.)
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